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{Guidance text shown in curly brackets, in italics. All guidance text is to be deleted before WID submission.
Note that this form is to be used for all types of Work Item, covering both normative work and/or studies. A Work Item covering only studies is also known as "Study Item", as stated in TR 21.900.}
Source:	China Telecom
Title:	New Study on enhancement of support for Separation and Isolation of NF and data in 5GC
Document for:	Approval
Agenda Item:	9.1.3

3GPP™ Work Item Description
Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title:	New Study on enhancement of support for Separation and Isolation of NF and data in 5GC
Acronym:	FS_ESSIND
Unique identifier:	
Potential target Release:	{Rel-18}
{Note that this field above indicates the proposed Release at the time of submission of the WID to TSG approval. It can later be changed without a need to revise the WID. The updated target Release is indicated in the Work Plan}
1	Impacts
{For Normative work, identify the anticipated impacts. For a Study, identify the scope of the study}
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	
	
	X
	

	No
	X
	X
	X
	
	

	Don't know
	
	
	
	
	X



2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …
{Tick one box. "Feature / Building Block / Work Task" form a hierarchical structure. E.g. no Building Block can be proposed without a corresponding parent Feature. The full structure of all existing Work Items is shown in the 3GPP Work Plan in ftp://ftp.3gpp.org/Information/WORK_PLAN} 
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item



2.2	Parent Work Item
{"Parent" Work Item refers to the related, earlier-Stage, Work Item, e.g. the related Stage 1 Work Item shall be indicated here when a Stage 2 normative Work Item or Study Item is presented. "Parent" Work Item can also refer to the related preceding Study Item e.g. the related Study Item and the earlier-stage Work Item shall be indicated here when a normative-work Work Items is started. List here all parent Work Items of which requirements are either fully or partially covered by the proposed Item. }
{This section is mandatory to be filled out by the rapporteur. This section is to be filled with care: it indicates to the companies monitoring the parent Work Item that it will be addressed in this study/work item.} 
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	



2.3	Other related Work Items and dependencies
{List here other Work Items which relate to the proposed one, such as a Work Item in an earlier Release if further enhancing the feature from the previous Release)}
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	820022
	Enhancements to the Service-Based 5G System Architecture
	Introduction of indirect communication between NF services

	840024
	Study on enhanced support of Non-Public Networks
	



Dependency on non-3GPP (draft) specification:
{This section is to be typically used to identify the IETF dependencies. Delete the header "Dependency on non-3GPP (draft) specification:" if no such dependency}
3	Justification
With the development of 5G system, the deployment of industry-specific network will become a key scenario. The demand that the network functions (NFs) deployed on 5G customized network, e.g. the industry-specific network may contain dedicated AMF, SMF, UPF, or/and UDM which only stores subscription data of vertical users, is urgent. In this case, from the perspective of operators, the PLMN may meet some potential risks, e.g. NFs located in operator’s network may face the risk of being attacked by vertical. Thus, it’s very necessary to support for separation and isolation of NF and data between vertical and operator’s network.
3GPP has defined NPN and network slice for vertical users, but the scenarios under consideration in this SID cannot be fulfilled by the current solutions. For vertical customers, they may want dedicated NFs so that they can manage their own data, this SID thus considers two cases. 
Case 1: Dedicated AMF, SMF and UPF are deployed at vertical and there is no other NFs.
Case 2: Other than the dedicated AMF, SMF and UPF, UDM which only contains subscription data of users of vertical customers is also deployed at vertical, while the UDM located at the operator’s network performs authentication procedures. 
In both cases, NFs deployed at vertical and NFs deployed at the operator’s network belong to the same PLMN. Although the operator’s network has the same NF type as deployed on the enterprise side, NFs of the same type deployed at different side play different roles in the PLMN, e.g. AMF deployed at operator’s network mainly serves personal customers and AMF deployed at vertical mainly serve the vertical customer. And in these cases, the enterprise has parts of administrative rights for NFs deployed at its side. From the perspective of operator, NFs deployed at the enterprise side is non-trusted to operator’s network when they communicate with the operator’s network, a NF is thus needed to isolate the NFs deployed at the vertical and the NFs deployed at the PLMN.
In case 1, the NF which is used to isolate the vertical and the operator’s network may support the functionality of topology hiding, so that NFs located at vertical and NFs located at the operator’s network are invisible to each other. How the NFs located at the vertical register to the NRF located at the operator’s network should be studied. 
In this case, the NF which is used to isolate the vertical and the operator’s network may also be used by the operator’s network to communicate with multiple industry-specific networks. Thus, how the NF which is used to isolate the vertical and the operator’s network knows which signaling should be forwarded to which network should be studied. 
In case 2, the vertical UEs should perform the authentication procedures through the AUSF and the UDM located at the operator’s network for the reason that some information (e.g. authentication credential) should be kept in the operator’s network to ensure the security of this network, especially when the operator’s network serves vertical customers (2B) and personal customers (2C) simultaneously. In this case, the authentication procedure is performed through the UDM located at the operator’s network and UDM of vertical is used to authorized service usage. How the UDM of vertical knows that the vertical UE was authenticated successfully through the UDM of operator’s network and the UE can be authorized to obtain subscription data from the UDM of vertical should be studied.
And because the authentication is performed through the UDM located at the operator’s network, a new vertical UE cannot register to the vertical when the NF located at the operator’s network is down or the line between the two networks is down. Therefore, how to support new vertical UEs to register with the vertical when the NFs deployed at the vertical failed to communicate with the NFs located at the operator’s network should also be studied.
The study targets to investigate enhancement of support for separation and isolation of NFs and data between vertical and operator’s network, so that the requirement that vertical enterprises can independently perform its business in the same PLMN with the operator’s network can be fulfilled and the security of the communications can be ensured.
Note 1: The vertical here mainly refer to the PNI-NPN, which share the base station with the operator’s network, but need to communicate with NFs located at the operator’s network through a NF which is used to isolate the two networks. 
Note 2: This SID studies the communication between two network which belong to the same PLMN, and it’s different from the current slicing technical.
4	Objective
The study item will study (Investigate the key issues and corresponding solutions) the potential enhancements for separation and isolation of NF and data in 5GC, including: 
Objectives for case 1:
WT#1.	Whether and how to support the indirect communication between the operator’s network and the vertical which contains dedicated AMF, SMF and UPF.  
WT#1.1.	Whether and how the NFs register to the NRF deployed at the operator’s network through the NF which is used to isolate NFs deployed at the operator’s network and NFs deployed at the vertical, when NFs deployed at the vertical are invisible to the operator’s network.
WT#1.2.   How the NF, which is used to isolate the vertical and operator’s network, identify and decide which signaling should be forwarded to NFs located at which network, especially when the NF is used to communicate with multiple vertical.
Objectives for case 2:
[bookmark: OLE_LINK3]WT#2.	Whether and how to support scenarios where UDM of operator’s network is only used to authenticate users of the vertical and UDM of the vertical to authorize service usage. 	
WT#2.1    How the UDM deployed at vertical knows that the enterprise’s UEs can be authorized to obtain subscription data from UDM deployed at vertical after enterprise’ UEs being authenticated through the AUSF and UDM located in the operator’s network. 
WT#2.2    How to support new vertical UEs to register with the vertical when the NFs deployed at the vertical failed to communicate with the NFs located at the operator’s network.

TU estimates and dependencies

	Work Task ID
	TU Estimate
(Study)
	TU Estimate
(Normative)
	RAN Dependency
(Yes/No/Maybe) 
	Inter Work Tasks Dependency 


	WT#1
	1
	0.5
	No
	WT#1 is self-contained

	WT#1.1
	0.5
	0.25
	No
	

	WT#1.2
	0.5
	0.25
	No
	

	WT#2
	1
	0.5
	No
	WT#2 is depended on completion of WT#1

	WT#2.1
	0.5
	0.25
	No
	

	WT#2.2
	0.5
	0.25
	No
	



Total TU estimates for the study phase: 2
Total TU estimates for the normative phase: 1
Total TU estimates: 2 + 1 = 3
5	Expected Output and Time scale
	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR
	23.xxx
	Study on the support for Separation and Isolation of NF and Data in 5GC
	SA#95 (March. 2022)
	SA#96 (June. 2022)
	Liu, Yubing, China Telecom, liuyb9@chinatelecom.cn



{Note 1:	Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
"Internal TR" is intended for 3GPP internal use only whereas "External TR" may be transposed by OPs.}
{Note 2:	The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as "Remarks".}

	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	
	
	
	

	
	
	
	



6	Work item Rapporteur(s)
Liu, Yubing, China Telecom, liuyb9@chinatelecom.cn
7	Work item leadership
SA2
8	Aspects that involve other WGs
SA3 for Security aspects
9	Supporting Individual Members
{At least 4 supporting Individual Members are needed. There is an expectation that these companies will provide resources to progress the work. Note that having 4 supporting companies is a necessary but not sufficient condition: the usual TSG approval process by consensus is needed for the WID approval}
	Supporting IM name

	China Telecom

	CATT

	vivo

	ZTE

	Spreadtrum Communications

	Huawei

	HiSilicon

	Tencent

	Tencent Cloud

	

	



